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Introduction

e |n our rapidly evolving digital landscape, law enforcement agencies
are facing unprecedented challenges and opportunities.

e Today, we'll explore how digital technologies are reshaping policing
and intelligence surveillance practices, and the implications for the

soclety.



Understanding Digital Policing

e Digital policing involves the use of technology to:

e prevent

e Investigate crime,
e Goal: maintain public safety, and enhance operational efficiency.

e |t encompasses a wide range of tools and techniques, including data analytics,
social media monitoring, predictive policing algorithms, and digital forensics.

e Digital policing empowers law enforcement to proactively address emerging
threats and better serve communities.



The Rise of Intelligence Surveillance

e Intelligence surveillance refers to the;
e collection,
e analysis,
e dissemination

e information to support law enforcement and national security efforts.

e Intelligence surveillance plays a crucial role in detecting and disrupting criminal
activities, counterterrorism efforts, and safeguarding public safety.



Benefits of Digital Policing and Intelligence
Surveillance

e Improved crime prevention and detection: Digital tools enable law enforcement to identify patterns,
trends, and potential threats more effectively.

e Enhanced situational awareness: Real-time data analysis allows for quicker response times and better
decision-making during emergencies.

e Greater efficiency and resource optimization: Automation and predictive analytics streamline
investigative processes and resource allocation.

e Enhanced collaboration and information sharing: Digital platforms facilitate communication and
collaboration between agencies at local, national, and international levels.



ssues and Society preparation for Digital
Policing and Intelligence Surveillance

-

Preparing for digital policing and intelligence surveillance involves addressing a range of technical, legal, ethical, and societal
issues.

~
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Tool for Digital Policing and Intelligence
Surveillance

Digital police and surveillance tools encompass a wide array of technologies used by law
enforcement agencies to monitor, analyze, and manage various aspects of security and crime
prevention in the digital realm. These tools can range from software applications to hardware

devices and can be group as follows;



Surveillance and Monitoring Tools
* Closed-Circuit Television (CCTV)

* Body Camaras
* License Plate Recognition

* Social Media Monitoring tools
(Geofeedia)

 Drones Surveillance
* GPRS tracking

Investigation and Analysis
e Data Analytics

* Cybercrime Investigation Tools
* Forensic Analysis Software

* Network Monitoring Tools

* Malware Detection Tools

* Encryption Decryption Tools



Identification and Verification Communication and Coordination

* Biometric Identification  Secure Communication
Platforms

* Authentication System
* Command and Control System



Predictive Policing Training and Education
* Predictive Analysis Tools e Simulation Tools

* Risk Assessment Tools * E-learning Platforms



Demonstration



Shodan

* Search Engine for the Internet of
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* Help in discovering Internet
Intelligence



Shodan Queries

Type webcam and click search
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Partner Spotlight: Looking for a Splunk alternative to store all the Shodan data? Check out Gravwell
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* org:Organization name (org:Microsoft)

'. SHODAN Explore Downloads Pricing & org:Microsoft Account
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Access Granted: Want to get more out of your existing Shodan account? Check out everything you have access to.
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Go Daddy Secure
Certificate Authority - G2

|- Organization
GoDaddy.com, Inc.

HTTP/1.1 288 0K

Content-Length: 12742

Content-Type: text/html; charset=utf-8

Date: Wed, 12 Jun 2824 15:41:89 GMT

Server: Microsoft-IIS/19.8
Access-Control-Allcow-Headers: X-Requested-With
Access-Control-Allow-Origin: =
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United States 2,672,303 Issued To Set-Cookie: TiPMix=19.235679...
|- Common Name:

Netherlands 984,563 cyark.org
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’ TLSV1.1, TLSV1.2,
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& SSL Certificate
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HTTP/1.1 280 OK
Server: nginx/1.14.@ (Ubuntu)
Date: Wed, 12 Jun 2824 15:44:24 GMT

443 1,961,221 example.com Content-Type: text/html; charset=utf-8

= Content-Length: 2883
80 1,711,312 ceo Issued To: roms 3

’ ’ |- Common Name: Connection: keep-alive

22 388,137 | setf-signed | example.com vary: Cookie

Set-Cockie: session—eyljc3ImX3Rva2vuljoiZGZhN2QONjgutivSZWEzYTRIMTE jYjEwYJBIZGFmMYAM2IwyYZzViYydQ . ZmnCWA . KBO | -F.
8081 323.734 Supported SSL Versions:

)
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service running a particular port: (e.g port:22)

'. SHODAN Explore Downloads
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China 2,893,764
Germany 2,297,492
Argentina 1,377,756
More...
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Product Spotlight: Free, Fast IP Lookups for Open Ports and Vulnerabilities using InternetDE
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SSH-2.8-0pensSSH_9.6
Key type: ssh-ed25519

Key: AAAAC3NzaCllZDIINTESAAAATIMrjEwhrWiG8rormKGwl7vaCIFMNPFMQO+6KUbIajc
Fingerprint: 29:ed:2d:4@:bc:5f:ad:8b:23:71:2b:f6:83:33:8e:9f

Kex Algorithms:
sntrup761x25519-sha512@openssh.com
curve25519-sha2s6
curve25519-sha256@libssh.org
ecdh-sha2-nistp25...

55H-2.8-0OpenSsH_8.8
Key type: ssh-rsa

Key: AAAAB3NzaClyc2EAAAADAQABAAABZQCODArCs EvTDXboGOVVQAUUM2ZPFLIooPROB1KGQTIU1gNQSd
4EeklckOfplrgRrvagD/ YMWKWT x+KLGKX3BIjAdrgoXgH+Da0m7 FYEbTXFtmS+t18aDixugweEe31
g+qd2FW/VbANRarmCOcie jdQ11XPnujus /K1Fc FDWMLMH3rbMCBh7EV3Aior8ATCudnbIoxU4niz
z9k83Inh4IKHcILWveyhhQo. ..

SSH-2.8-0penSSH_8.2pl1 Ubuntu-4ubuntue.11
Key type: ssh-rsa
Key: AAAAB3INzaC1yc2EAAAADAQABAAABZQC71MWviNgD]1EMUZ4v17kOERjAa1 U7 iiGTks f/OuqBACpOp
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* Service running with default password

'. SHODAN Explore Downloads Pricing & Kdefault password Account

&¥ View Report & Browse Images [ View on Map

Access Granted: Want to get more out of your existing Shodan account? Check out everything you have access to.

217.181.170.15 [

WAN SAS HTTP/1.1 280 OK
[ ]| France, Paris Server: ZTE web server 1.8 ZTE corp 2€15.

Accept-Ranges: bytes

Connection: close

X-Frame-Options: SAMEORIGIN

Cache-Control: no-cache,no-store

Content-Length: 118341

Set-Cookie: TESTCOOKIESUPPORT=1; PATH=/; HttpOnly
United States 8,962 Content-Type: text/html; charset=utf-8
X-Content-Type-Op...

China 3.816
Viet Nam 2,702
. 46.89.69 [
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More...

Referrer-Policy: same-origin
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Set-Cookie: bx_session=aX3ASX3AX7BsX3A10%3A%22session 1dX22X3BsK3A32%3A%228227caaa7 feedbf1b73520823bdb5ad1b%22%3BsX3A10KIAK. . .

164.132.69.230 2024-06-12T15 4708 246291

ip: p-164-132-69.eu -DENIED Redis is running in protected mode because protected mode is enabled and no password is set for the default user. In this mode conmne
FORET Alexis

B} France, Strasbourg
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* netwave ip camara (one of the selected camara with its port)
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* Has_screenshots:true

75.150.219.122 2024-06-12T16:16:03.680077

75-150-219-122-llinois.hfc RTSP/1.0 200 OK

comcastbusiness.net
Server: H264DVR 1.0

Comcast Cable
Communications, LLC Cseq: 1
Public: OPTIONS, DESCRIBE, SETUP, TEARDOWN, GET_PARAMETER, SET_PARAMETER, PLAY, PAUSE

BE United
States, Pottawattamie Park




Picture Metadata

Metadata analysis involves examining the descriptive data about data.
This can include details such as timestamps, file sizes, authorship,
location, and other attributes associated with digital files.



No file was submitted.

Submit a picture for Forensic Analysis

Image URL: https:/ Upload URL

Upload File: Choose File [NRERE= Upload File

See the FAQ for submission guidelines. See the tutorials for analysis instructions.

Copyright 2012-2024 Hacker Factor, All Rights Reserved. & - System Status - Blog * FAQ * Contact




ELA (Error Level Analysis

Analysis:
Digest

Games
Hidden Pixels
ICC+

JPEG %
Metadata




metadata

EXIF

Software Windows 10
Date/Time Original 2024:06:13 09:29:39
Sub Sec Time Original 843

Padding (Binary data 4108 bytes)
Composite
Date/Time Original 2024:06:13 09:29:39.843
Image Size 1280x720
Megapixels 0.922

JFIF

JFIF Version

Resolution Unit
X Resolution
Y Resolution

1.01
inches
96

96

File

File Type JPEG

File Type Extension  jpg

MIME Type image/jpeg

Exif Byte Order Big-endian (Motorola, MM)
Image Width 1280

Image Height 720

Encoding Process Baseline DCT, Huffman coding
Bits Per Sample 8

Color Components 3

Y Cb Cr Sub Sampling YCbCr4:2:0 (2 2)



Checking for who owns the DNS (website)

* A fraudulent website:

e Use WHOIS Lookup: WHOIS is a database that contains information
about registered domain names, including the domain owner's
contact details. You can use WHOIS lookup tools available online to
search for the owner of a website by entering its domain name.



Domains Hosting Servers Email Security Whois Deals | Enter Domain or IP Q WHOIS 1 -EQ

Whois Domain Lookup

Whois search for Domain and IP

www.pervatech.ng Q SEARCH

Example: qg.com, google.co.in, bbc.co.uk, ebay.ca

Frequently Asked Questions

+ What is a Whois domain lookup?

+ What does the Whois domain database contain?




pENateCh . ng Updated 1 minute ago )

S Domain nformation 'z Administrative Contact
Domain: pervatech.ng
Registrar: smartweb Name: Faki Ageebee Silas

Registered On: ~ 2021-11-11

Street: NO. 13 Capital Gateway,
Alhaji Auwal Street

Expires On: 20241111

Updated On: 20240312

Status: dlientTransferProhibited L.
dientDeleteProhibited = ] Clty Karu
Registrant Contact
Name Servers:  wns9.webhostbox.net o )
wns10:webhostbox.net State: Nasarawa
Name: Faki Ageebee Silas
Organization: Pervasive Technologies Postal Code: 900101
Street: NO. 13 Capital Gateway, Cou ntry: NG
Alhaji Auwal Street
ity Care Phone: 8066238988
i DRI Email: ageebeefaki @gmail.com
Postal Code: 900101
Country: NG
Phone: 8066238988

Email: ageebeefaki@gmail.com



Conclusion

In conclusion, the future of digital policing and intelligence surveillance
holds immense promise for enhancing public safety and security, but it
also demands vigilance, accountability, and a steadfast commitment to
upholding the principles of democracy and human rights in the digital

age.



Thank You
End of Presentation

Contributions from the Audience
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