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As a trained cyber Security Professional, all information 
provided in this presentation is for educational and 
awareness purposes. The author, in no way, endorse 
using them for nefarious purposes. 
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Intelligence Surveillance



Introduction

• In our rapidly evolving digital landscape, law enforcement agencies 

are facing unprecedented challenges and opportunities.

• Today, we'll explore how digital technologies are reshaping policing 

and intelligence surveillance practices, and the implications for the 

society.

Part I



Understanding Digital Policing

• Digital policing involves the use of technology to:

• prevent 

• investigate crime, 

• Goal: maintain public safety, and enhance operational efficiency.

• It encompasses a wide range of tools and techniques, including data analytics, 

social media monitoring, predictive policing algorithms, and digital forensics.

• Digital policing empowers law enforcement to proactively address emerging 

threats and better serve communities.



The Rise of Intelligence Surveillance

• Intelligence surveillance refers to the;

•  collection, 

• analysis, 

• dissemination 

• information to support law enforcement and national security efforts.

• Intelligence surveillance plays a crucial role in detecting and disrupting criminal 

activities, counterterrorism efforts, and safeguarding public safety.



Benefits of Digital Policing and Intelligence 
Surveillance
• Improved crime prevention and detection: Digital tools enable law enforcement to identify patterns, 

trends, and potential threats more effectively.

• Enhanced situational awareness: Real-time data analysis allows for quicker response times and better 

decision-making during emergencies.

• Greater efficiency and resource optimization: Automation and predictive analytics streamline 

investigative processes and resource allocation.

• Enhanced collaboration and information sharing: Digital platforms facilitate communication and 

collaboration between agencies at local, national, and international levels.



Issues and Society preparation for Digital 
Policing and Intelligence Surveillance

Preparing for digital policing and intelligence surveillance involves addressing a range of technical, legal, ethical, and societal 
issues. 

Part II



Digital 
Policing and 
Intelligence 
Surveillance 
preparation
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Data 
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Privacy

Transparency 
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Tool for Digital Policing and  Intelligence 
Surveillance

Part III

Digital police and surveillance tools encompass a wide array of technologies used by law 

enforcement agencies to monitor, analyze, and manage various aspects of security and crime 

prevention in the digital realm. These tools can range from software applications to hardware 

devices and can be group as follows;



Surveillance and Monitoring Tools

• Closed-Circuit Television (CCTV)

• Body Camaras

• License Plate Recognition

• Social Media Monitoring tools 
(Geofeedia)

• Drones Surveillance

• GPRS tracking

Investigation and Analysis

• Data Analytics

• Cybercrime Investigation Tools

• Forensic Analysis Software

• Network Monitoring Tools

• Malware Detection Tools

• Encryption Decryption Tools



Identification and Verification

• Biometric Identification

• Authentication System

Communication and Coordination

• Secure Communication 
Platforms

• Command and Control System



Predictive Policing

• Predictive Analysis Tools

• Risk Assessment Tools

Training and Education 

• Simulation Tools

• E-learning Platforms



Demonstration



Shodan

• Search Engine for the Internet of 
Everything

• World first search engine for 
internet connected devices.

• Help in discovering Internet 
Intelligence

• Help study all kinds of devices 
connected to the internet

• Webcams

• Routers

• IoT devices etc



Shodan Queries

Type webcam and click search 



• org:Organization name (org:Microsoft)



• service running a particular port: (e.g port:22)



• Service running with default password



• Os:”Window Server 2003”



• netwave ip camara (one of the selected camara with its port)



• Has_screenshots:true



Picture Metadata

Metadata analysis involves examining the descriptive data about data. 
This can include details such as timestamps, file sizes, authorship, 
location, and other attributes associated with digital files.





ELA (Error Level Analysis)



metadata



Checking for who owns the DNS (website)

• A fraudulent website: 

• Use WHOIS Lookup: WHOIS is a database that contains information 
about registered domain names, including the domain owner's 
contact details. You can use WHOIS lookup tools available online to 
search for the owner of a website by entering its domain name.







Conclusion

In conclusion, the future of digital policing and intelligence surveillance 
holds immense promise for enhancing public safety and security, but it 
also demands vigilance, accountability, and a steadfast commitment to 
upholding the principles of democracy and human rights in the digital 
age. 



Thank You

End of Presentation

Contributions from the Audience
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